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Changing Face of Crime 
 
 
Three types of crime must be distinguished. 
 
First, there are crimes that harm people.  Mostly these have been in criminal codes over 
the years, eg homicide, assault, theft, rape, robbery, burglary, etc.   These are usually the 
crimes that citizens fear most, and often associate with the notion of increasing crime.  
These are also the ones which receive significant media attention.     
 
Second, are activities that frighten, annoy or offend people.  Many of these are the 
victimless crimes or perceptions of dangerous or unsafe behaviour that could affect a 
bystander. 
 
Third are the ‘new’ crimes, those which have surfaced in recent years, associated 
particularly with organised crime, drugs trafficking, money laundering, computer crime, 
crime against the environment. 
 
 
 
We live in a world of rapid and sometimes unfathomable change.  It would be trite for me 
to list the technological developments that have changed our lives, and criminal activities.  
What is obvious that our ability to deal with social change lags badly behind our ability to 
deal with technological change.  It is 30 years since we sent somebody to the moon, but 
we still have a lot to learn about our changing demography - changing ethnicity, changing 
family structure, changing education and employment patterns.  All of these things affect 
our formulation and implementation of public policy, and our practice of criminal justice.  
If we ponder for just a moment on changes in dependency in our society - think about it - 
changing dependency of young and old, changing dependency of men and women, 
changing dependency resulting from labour market changes - all of these have a major  
impact on practices in criminal justice.   
 
Anticipating crime of the future and dealing with it is no easy feat.  It wasn’t very long 
ago that we could not have imagined crimes like credit card fraud, superannuation fraud, 
computer hacking etc., nor have we had the haunting spectre of the possibility of having 
genetic predictions prior to birth, of an individual’s likelihood of growing up violent. 
Globalisation, the continuing movement of products, finance, people, plants and animals, 
and information will test us severely.  What we know is that however we anticipate the 
future, it is not going to be a continuation of the past.  
 
The old saying goes that history repeats itself - in reality its historians who repeat each 
other. 
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The new rapid movement of people, information, money, goods and services and ideas has 
had a noticeable effect in societies throughout the world.  One of these effects is the change 
in crime and criminal behaviour.  The purpose of this presentation is to examine crime as a 
changing phenomenon. 
 
This presentation will investigate some of the current and potential factors which may 
impact upon the wider societal environment in which criminal activities occur.  
Predominantly the types of new opportunities for the commission of crime and some of the 
causal factors contributing to the commission of crime will be discussed.   
 
The presentation will also examine the changing responses to crime - specifically the new 
types of organisational structures and technologies that may assist or hinder agencies in their 
responses to criminal activity.  Finally the presentation will investigate some of the policy 
and research implications concerning such changes to the nature of crime and crime control.  
 
Factors Influencing the Future Criminal Environment 
 
The first factor which is seen to produce a potential change to the nature of crime are 
economic reforms and the changes such reform may produce in the organisational structure 
of both the public and private sectors.  The public sector is shrinking in size and many of its 
functions are being “outsourced”  or otherwise devolved to non-governmental institutions.  
Implications of such actions include potential decreases in surveillance and regulatory 
controls which in turn, may then present new opportunities for the commission of crime, 
particularly fraud.  
 
It has also been suggested that such downsizing means that there are larger numbers of 
potentially unhappy former employees.  Such employees, particularly those with knowledge 
and capabilities in information technology, are in a position to inflict serious damage or to 
sell off information.  This applies not only to the public service but also to 
telecommunications and information technology organisations in the private sector.  When 
these companies expand and contract in size, the number of displaced individuals with the 
skills necessary to engage in cyber-warfare may lead to significant threats. Indeed there are 
more examples of retaliatory violence not just through cyber-warfare, recent mass shooting 
in both Hawaii and the US have been due to retaliation from former employees with tragic 
results.  
 
The move to a cashless society also heralds significant potential changes to the scope and 
nature of crime and crime control.  The advent of the so-called “smart cards” inevitably 
invite attempts at counterfeiting whilst credit card and financial transfer fraud may also 
increase.  Indeed the sheer volume and velocity of financial transactions by computers pose 
significant challenges for investigation of offences such as money laundering and tax 
evasion.  
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There are other already identified contributing factors which are likely to increase or 
continue to impact upon the social environment and thus on the incidence of crime.  Among 
these are family dissolution, as well as economic pressures and other cultural forces.  These 
may affect the incidence of crime through high rates of unattended homes during the 
working day, lack of appropriate parenting and socialisation for many young people and 
increasingly diminished parental supervision of children and their activities.  
 
Many criminological writers have recently focused upon the idea of an “underclass” which 
appears to be a function of our changing societal structures.  These persons are likely to have 
a limited education, are unlikely ever to be employed and often engage in crime as part of a 
lifestyle which includes the rejection of social norms.  
 
The globalising economy is driving the restructuring of Australia’s economy.  This is 
creating winners and losers.  This has a profound impact on trends in crime and justice, and 
on social relations in the broadest sense  -  on how Australians live. 
 
Winners will be those with skills that are adaptable and transferable, and which are in high 
demand globally.  Winners will live well, and ride the wave of demographic and economic 
boom and bust. 
 
Losers will be people who are victims of structural change and who are socially and 
demographically isolated  -  young people without skills, people with substance abuse 
problems, older people who find the new technology bewildering,  -  and building on 
cumulative disadvantage, Australia’s indigenous people are likely to find the going even 
more tough.   
 
Significant among the losers will be a cohort of young angry males, unemployed, and quite 
probably unemployable, living for the moment, with no prospects for the future.  Its 
members will seek gratification when and where they can obtain it.  The community doesn’t 
really know how to deal with them  and there are significant challenges for skilled 
professionals in the criminal justice system in developing and implementing strategies for 
dealing with these men.. 
 
 
Drugs and drug usage are also increasingly part of the lives of many people in society.  It is 
likely that as the stresses which accompany rapid social change increase many more people 
will be drawn to the perceived comfort offered by substance abuse.  This in turn will create 
larger demand and markets for the selling and manufacturing of drugs.  
 
The demographic structure of Australian society is also changing quite significantly.  Recent 
published findings by the Australian Bureau of Statistics show that single income and 
double income households without children are expected to dramatically increase.  This will 
mean more couple and singles with higher disposable incomes and changing patterns of 
housing, work and recreation.  All these factors have been shown to be significant 
contributors to the nature of criminal activity. 
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The Australian Bureau of Statistics has also shown that Australia’s population continues to 
age, a trend which is predicted to last well into the 21st century.  One may thus predict an 
increasing risk of fraud against elderly Australians who are already the target of 
exploitation.  Australia’s ageing population may also contribute to an increase in offences 
such as social security or welfare fraud and computer crime.  It has been suggested that an 
ageing, less mobile population will be more likely to engage in crimes using computers 
rather than the traditional property offences. 
 
Australia’s economic prosperity and the opportunities which this country presents to others 
who may be living in persecution or less prosperous circumstances may increase the number 
of people attempting to enter this country illegally.  We have seen recent evidence of this as 
the Sydney Olympics attract attention.  Also technological advances mean that such attempts 
may become increasingly sophisticated including the forgery of travel documents etc.  
 
Technology and the Changing Environment 
 
Advances in technology have done more to change the nature of crime and crime control 
than any other development in this century.  Activities such as on-line fraud or the on-line 
exchange of pornography, which could not even be conceptualised until recently, are now a 
significant problem for crime control agencies.  
 
One of the main fears regarding technology and crime is the much wider availability of 
contact, and thus available pool of victims, which is possible through the use of recent 
telecommunication and Internet technologies.  Such technologies have also increased the 
potential for communication and illegal networks of criminal activity on a global basis, 
posing significant difficulties for trans-national policing of crime.  
 
The most well known of all technological developments relate directly to computers and 
telecommunications.  It is probably no co-incidence that these are the two technologies most 
easily accessed by ordinary persons.  Personal computers have already been used to commit 
crimes of fraud, data manipulation such as counterfeiting, and software piracy.   
 
Advances in telecommunication present increasing opportunities for the theft and misuse of 
such services.  While the Australian costs are not yet known, telephone fraud in the United 
States has been estimated at an annual figure of approximately $5.3 billion Australian 
dollars.  Frauds which use the telephone such as telemarketing frauds and other forms of 
false advertising have already been well documented.  Existing systems such as ATMs and 
EFTPOS technologies very quickly became targets  for fraudulent activities through 
interception and diversion of funds electronically.  Home banking and Internet shopping are 
also vulnerable targets in this area.  
 
Technology has also permitted individuals involved in criminal activities to conduct such 
activities with reduced chances of detection.  The technologies also facilitate the production, 
storage and retrieval as well as transmission of material very quickly and unobtrusively. 
Encryption software is becoming increasingly sophisticated but at the same time also 
increasingly user-friendly.  
 
Adam Graycar  18 November 1999 
Security in Government Conference 1999 5 
17-19 November 1999, Canberra 
 
S:\PS-LIB - CCRS\Graycar speeches\4 graycar speeches 1995 - 2003 Aust Ins of Criminology\99-11 Canberra Security\99-11 Canb Security.doc  
 
Changing Responses to Crime 
 
The challenges that such technologies pose for crime control agencies and their members are 
considerable.  Also with the content and material originating in and accessible from 
anywhere in the world the challenge becomes a global one. 
 
One of the current challenge for Australian crime control agencies is the Internet and 
mechanisms for co-ordination and co-operation between agencies is vitally in the policing of 
such a diverse network.  Skills and training for such investigation is also another difficulties. 
Often law enforcement and other crime control agencies are unable to match the lucrative 
offers of private sector companies when it comes to gaining the expertise and knowledge 
required for security and protection. On-line investigation is also extremely costly and 
resource intensive in terms of personnel. 
 
Developments in the technologies related to surveillance and detection are also becoming 
more widespread and commonly available.  These include car and house alarms and 
personal safety alarms.  Whilst these are primarily crime prevention methods such 
technologies will have an impact upon the type and nature of policing and police response.  
Much of the initial response to alarms etc has been outsourced to security firms freeing up 
police for investigation of offences. 
 
Technology is also playing a large role in assisting police to develop new methods of retraint 
of dangerous or violent offenders without the need for lethal force.  One recent example is 
the introduction of capsicum spray for police. Other devices using sound, light, electricity 
and chemicals are all new suggestions for making crime control techniques more effective 
and safer for all involved.  
 
Development of methods for minimising risks to offenders, police and bystanders during 
police operations such as high speed car chases is also underway.  One method under 
development involves transmitting a short electromagnetic pulse which can damage the 
electronic components of a vehicle’s ignition system and cause it to stall.  Another device 
entails a tagging system.  This would involve a small adhesive projectile containing a radio 
–frequency transmitter which will permit identification of the vehicle’s location.  It is 
envisaged that this would allow police to retreat from the situation whilst still tracking the 
offenders. It is hoped that such technology may prevent the occurrence whereby offenders 
occasionally crash and cause serious injury  to themselves or others.  
 
Another application of technology to criminal justice is the use of the Internet in furtherance 
of community policing.  Ease of communication between pubic and police is enhanced as is 
communication between police services and members and outside agencies.  On-line 
hotlines such as the Crimestoppers website can facilitate the policing of material both on and 
off the Internet such as child pornography.  Internet service providers can also contribute by 
referring relevant information concerning suspected illegal behaviour to the relevant 
authorities.  
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Risks of New Technology 
 
However whilst technology has the potential to bring great changes to the way in which 
crime control is undertaken in Australia and elsewhere there is also the potential that new 
technologies could be used illegally or in the commission of illegal activities. 
 
Recent examples of inappropriate usage include the use of surveillance technology for 
voyeuristic purposes, restraint technologies have been used for punishing and torturing 
persons instead of their original humane incapacitation origins. One suggestion for 
prevention is that attempts should be made to “second-guess” the potential for illegal usage 
and take steps to prevent this at the development and manufacturing stages.  
 
Much of the new technologies may have also contributed to the incidence of criminal 
activity.  Reliance on electronic security device and alarms which often may be 
circumvented surprisingly easily have replaced traditional methods of crime prevention.  
Other worries regarding the implementation of technology that have been raised include the 
loss of traditional skills, particularly within law enforcement, through reliance upon 
technological fixes.   
 
Control and prevention strategies for the misuse of new technology requires attention.  
Currently there are three main ways in attempts are made to restrict new technology and 
these include: 
Restriction of availability of raw materials used to manufacture devices, 
Restriction of the devices availabilities, and 
Restriction of the devices possession and use by certain individuals or groups.    
 
Despite this attempts, during the implementation or development of any new technology 
consideration should be given to the types of criteria under which the application of 
technology for crime control should occur.  These could include:  
• Legality – the technology and its use should be consistent with prevailing standards of 
human rights. 
• Cost effectiveness – the technology should be affordable and offer a fair return on 
investment.  
• Technical integrity – the technology should suit the purpose for which it is used, and be 
safe and maintainable. 
• Accountability – the use of the technology should be transparent and subject to rigorous 
oversight.  
 
It should also be kept in mind what the implications of such changes to crime control might 
be with regard to the recruitment, training and supervision of the employees of crime control 
agencies. Policies and procedures overseeing the introduction and use of such new 
technologies are another area which must be monitored and carefully considered. 
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Conclusion 
 
What are the implications of all the above for research and policy?  Our job as researchers 
and the developers of policy is to understand the changing environment that we are working 
in, and to identify promising policy opportunities when and where we can.  
 
Whatever initiatives are introduced to control crime, whether they be introduced by police, 
by other governments or by private individuals they should be subject to objective, 
independent evaluation.  If we are serious about controlling crime we must rigorously 
analyse what we are doing. 
 
Rather than continually focusing upon the past, the newest challenge for policy makers and 
planners in crime control is to produce material which anticipates the types of new 
innovations which may occur and their impact.  As well, these policy-makers must attempt 
to predict the risks and pitfalls which such rapid changes may have.  This will require future 
research activities encompassing the effects of globalisation, demography and its trends, 
technology, economics and social and organisational structures amongst others.  Investment 
in all such research activities can yield significant benefits for the reduction of crime and the 
development of crime control in the future.  
